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Introduction 
The C1000-174 certification for IBM WebSphere Application Server Network Deployment v9.0.5 Administrator is 
intended to reflect practical administrative knowledge of an enterprise application server environment. It 
represents the ability to work with installation, configuration, security, application management, availability, 
monitoring, and modernization topics that are relevant to maintaining stable middleware platforms in 
production-oriented IT environments. 
 
 

About This Training / Certification 
This certification is aligned with the work of administrators who manage IBM WebSphere Application Server 
Network Deployment v9.0.5 environments in enterprise settings. It assesses skills related to building, configuring, 
securing, maintaining, and supporting the platform across its lifecycle. In general, it is best viewed as an 
intermediate-level certification because it expects familiarity with application server concepts and the ability to 
apply administrative knowledge in operational scenarios. Within a broader learning journey, it fits between 
foundational middleware understanding and more advanced specialization in enterprise architecture, automation, 
performance engineering, and platform transformation. 
 
 

What We Offer (AAAdemy) 
AAAdemy provides structured training resources designed to support certification preparation and skill 
development across a wide range of IT domains. Our learning materials are built around clear knowledge 
structures, practical study guidance, and exam-oriented practice to help learners progress with confidence. 

We offer well-organized knowledge explanations that break down complex topics into clear, understandable 
sections aligned with official exam objectives and real-world skill requirements. Each topic is designed to support 
both conceptual understanding and practical application. 

Our study plans and learning guidance help learners follow a logical progression, focusing on key concepts, 
common pitfalls, and effective preparation strategies. This approach enables learners to study efficiently while 
maintaining a clear view of their learning goals. 

To reinforce understanding, AAAdemy also provides practice questions and exam-focused insights that reflect 
typical certification scenarios. These resources are intended to help learners evaluate their readiness and 
strengthen their confidence before taking an exam. 

All content is designed for flexible, self-paced learning, allowing individuals to study independently or alongside 
their existing professional or academic commitments. 
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Knowledge Overview 
Domain 1: Install and Update the Environment 

This area focuses on understanding how to prepare, install, configure, and maintain the application server 
environment. Candidates should understand the structure of WebSphere cells, nodes, profiles, and deployment 
managers, as well as the principles involved in applying updates and maintaining version consistency across 
managed environments. 

Domain 2: Create a High Availability Configuration 

This domain covers the concepts required to build resilient and highly available environments. Candidates are 
expected to understand clustering, workload distribution, failover behavior, and the design considerations 
involved in reducing service interruption and improving continuity for enterprise applications. 

Domain 3: Manage Security 

This area emphasizes the security model of the environment, including authentication, authorization, 
administrative security, and integration with enterprise identity mechanisms. Candidates should understand how 
security settings affect both administrative access and application operation, and how to maintain secure yet 
usable configurations. 

Domain 4: Monitor and Tune the Environment 

This domain addresses operational visibility and system efficiency. Candidates should understand how to 
observe runtime behavior, review logs and performance indicators, and apply tuning concepts that improve 
stability, responsiveness, and resource utilization. The focus is on interpreting system behavior and making 
informed administrative adjustments. 

Domain 5: Troubleshoot Post-Installation 

This area focuses on identifying and resolving problems that appear after installation or configuration changes. 
Candidates are expected to understand how to investigate startup issues, communication problems, 
configuration inconsistencies, and runtime errors by using logs, diagnostic methods, and structured 
problem-solving approaches. 

Domain 6: Administer and Configure the Environment 

This domain covers day-to-day administration of the platform. It includes understanding how to manage server 
resources, configure runtime settings, maintain the administrative topology, and ensure that the environment is 
aligned with operational requirements. The emphasis is on consistent and controlled platform management. 

Domain 7: Deploy and Administer Applications 

This area concerns the deployment and lifecycle management of enterprise applications. Candidates should 
understand application installation, configuration, resource mapping, updates, and operational administration in a 
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managed environment. The domain also includes understanding how applications interact with the server 
infrastructure and how administrative choices affect application behavior. 

Domain 8: Modernization 

This domain introduces the role of modernization in enterprise middleware environments. Candidates should 
understand the purpose of modernization efforts, such as improving maintainability, aligning with newer 
operational models, and supporting transitions in application hosting and management practices. The emphasis 
is on conceptual awareness of how traditional application server environments evolve over time. 

 
 

Detailed Knowledge Explanation 

C1000-174 Administer and Configure the environment 
The administration and configuration of an enterprise environment serve as the strategic bedrock of 
organizational stability and operational efficiency. By establishing a robust framework for managing resources 
and user access, architects ensure that applications remain performant under varying loads while maintaining a 
secure perimeter against unauthorized activity. This foundation allows for predictable scaling and simplified 
troubleshooting, which is essential for supporting complex business operations like global e-commerce, where 
resource adjustment is the difference between seamless availability and costly downtime. 

1. Resource Configuration 

1.1 Virtual Machine Management 

Virtual machines represent the backbone of cloud infrastructure, necessitating a disciplined management 
lifecycle. This involves the deliberate creation of new instances for services, the precise configuration of CPU and 
memory to match application requirements, and the deletion of unused VMs to optimize costs. For high-load 
applications like e-commerce, increasing CPU and memory resources directly enhances performance by 
reducing latency and allowing the system to handle a higher volume of concurrent users. 

1.2 Network Configuration 

Network configuration ensures secure and efficient communication paths between virtual machines, storage, and 
other cloud resources. Virtual networks provide isolated segments for secure communication, while Virtual 
Private Networks facilitate encrypted connections between cloud assets and on-premises systems. Firewall rules 
act as the final defense, strictly controlling traffic flow by allowing only trusted connections, such as permitting a 
web server to communicate with a database while blocking all direct outside access to that data store. 

1.3 Storage Management 

Storage management focuses on the precise allocation of space to satisfy application needs without inducing 
waste. Administrators must choose between disk volumes for VM-attached application data and logs, or object 
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storage for large-scale unstructured data like images and backups accessed via APIs. Continuous monitoring of 
usage is required to track consumption and adjust capacity dynamically, ensuring that applications never 
encounter a storage-related interruption. 

2. Daily Administration and Maintenance 

2.1 Configuration File Management 

Consistent configuration file management is a strategic necessity to prevent conflicts in complex clustered 
environments. Because these files store essential parameters for services, administrators must implement 
regular backups to avoid data loss and use version control systems to track changes over time. This rigor allow 
teams to revert to known stable versions during troubleshooting, maintaining long-term system integrity. 

2.2 Backup and Recovery 

Backup and recovery strategies are designed to minimize downtime during critical infrastructure failures. The 
choice between full backups, which capture the entire system state, and incremental backups, which only record 
changes since the last save, is determined by data criticality. Regular schedules ensure that if an application 
server crashes, administrators can restore configurations and data quickly, effectively shielding business 
continuity from volatility. 

2.3 Periodic Maintenance and Cleanup 

Long-term system health depends on the periodic removal of accumulated digital waste, such as old log files and 
temporary data. Automated cleanup routines prevent these files from consuming valuable disk space, which 
could otherwise lead to system slowdowns or unexpected errors. Monitoring disk space serves as a proactive 
measure, ensuring that the environment always possesses the overhead necessary for peak processing periods. 

3. User and Permission Management 

3.1 Account and Role Management 

Security is maintained through the principle of least privilege, managed via Identity and Access Management 
systems. Administrators define roles such as administrator, developer, or viewer, each with specific permissions 
that align with job functions. This approach ensures that a developer, for example, only accesses development 
environments, thereby mitigating the risk of accidental or unauthorized changes to production systems. 

3.2 Security Review 

Regular security reviews reduce the attack surface by identifying and rectifying permission drift. This process 
involves auditing permissions to confirm they align with current responsibilities and removing accounts for 
inactive users who have left the organization. Monitoring activity logs allows architects to track unusual or 
suspicious behavior, maintaining a hardened security posture. 

4. WebSphere ND Resource Configuration 

4.1 JVM Configuration 
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WebSphere ND resource management focuses on the internal tuning of the Java Virtual Machine rather than the 
underlying VM scaling. Best practices dictate that the initial heap size, defined by the -Xms parameter, should be 
set to fifty percent of the maximum heap size, defined by the -Xmx parameter. Furthermore, administrators must 
select appropriate Garbage Collection policies, such as the default GenCon for general applications, Balanced for 
large-memory workloads, or Metronome for low-latency requirements. 

4.2 Thread Pool Configuration 

Concurrency in WebSphere ND is managed through specialized thread pools rather than virtual machine scaling. 
The WebContainer pool handles HTTP requests and should be optimized with a minimum of 10 and a maximum 
of 100 threads. Other critical pools include the ORB pool for managing Enterprise JavaBean and remote object 
calls, and the JDBC Connection Pool for controlling database interactions. These settings are adjusted via the 
Admin Console under the Servers and Thread Pools section. 

4.3 Cluster Configuration 

WebSphere ND clustering improves performance and reliability through workload distribution. Static clusters 
consist of manually defined servers, whereas Dynamic clusters scale automatically based on demand and 
predefined workload policies. Creating a Dynamic cluster requires setting the minimum and maximum members 
in the Admin Console and performing a Save and Synchronize Nodes operation to ensure the Deployment 
Manager correctly propagates settings. 

5. WebSphere ND Network Configuration 

5.1 Port Management 

WebSphere ND relies on port-based communication for its internal and external functions. The Administrative 
Console operates on port 9060 for HTTP and 9043 for secure HTTPS access. Application traffic typically flows 
through ports 9080 for HTTP and 9443 for HTTPS. Additionally, port 9403 is reserved for Node Agent 
communication, and administrators must verify port availability using tools like netstat to ensure firewall rules do 
not block these essential paths. 

5.2 Load Balancing & WebSphere Plugin 

Load balancing is achieved using the IBM HTTP Server combined with the WebSphere Plugin. The 
plugin-cfg.xml file defines the routing rules and identifies healthy WebSphere instances to distribute incoming 
traffic. After modifying this configuration, administrators must restart the IBM HTTP Server using the apachectl 
restart command and verify the plugin logs to ensure traffic is correctly distributed across the cluster members. 

5.3 Session Replication Configuration 

Session replication prevents the loss of user data in the event of a cluster member failure. Administrators can 
choose between memory-to-memory replication, which is faster but uses RAM, or database-based replication, 
which provides higher reliability by persisting session data to a database. Memory-to-memory replication is 
enabled in the Admin Console under Session Management by selecting the appropriate replication mode and 
restarting the affected servers. 
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6. WebSphere ND Backup and Configuration Management 

Configuration management in WebSphere requires the manual protection of critical files like server.xml, which 
stores JVM and port settings, and security.xml, which manages authentication. Unlike cloud-native automation, 
administrators should utilize the wsadmin scripting interface to export configurations using commands such as 
AdminConfig.export(‘MyApp’, ‘C:/backup/MyApp.ear’). Regular use of the backupConfig.sh script is mandatory to 
preserve the metadata of the entire cell against corruption. 

7. WebSphere ND User and Role Management 

WebSphere ND manages security through identity stores including Local User Registries, LDAP, and Federated 
Repositories. Administrative access is governed by specific roles: Administrator grants full access, Operator 
allows starting and stopping servers without configuration changes, Configurator permits modifications without 
server control, and Monitor provides read-only access. Users are mapped to these roles within the Global 
Security settings of the Admin Console to enforce strict access control. 

Once the environment is properly configured and secured, the focus of the administrator must shift toward 
ensuring that these services remain continuously available to the end user. 

8. Administer and Configure the environment Practice Question 

Q1: In WebSphere ND, which configuration file stores JVM heap size, thread pool settings, and port 
configurations?​
 A) server.xml​
 B) plugin-cfg.xml​
 C) security.xml​
 D) web.xml 

Q2: A WebSphere ND administrator wants to increase the JVM heap size to optimize application performance. 
Which parameters should be modified?​
 A) -Xms and -Xmx​
 B) -Djava.security.policy​
 C) -Dcom.ibm.websphere.threadpool​
 D) -Dlog.level=debug 

Q3: Which WebSphere ND feature allows automatic scaling of application servers based on load?​
 A) Dynamic Clusters​
 B) Static Clusters​
 C) JDBC Connection Pooling​
 D) WebSphere Plugin 

Q4: An administrator notices slow application performance and suspects thread pool exhaustion. Where should 
they adjust the thread pool settings?​
 A) WebSphere Admin Console → Servers → Thread Pools​
 B) security.xml​
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 C) plugin-cfg.xml​
 D) JVM system properties 

Q5: In WebSphere ND, which file contains the configuration for WebSphere Plugin and load balancing?​
 A) plugin-cfg.xml​
 B) server.xml​
 C) jdbc.xml​
 D) security.xml 

Q6: A WebSphere ND administrator needs to check which ports are being used by the application servers. Which 
command should they run?​
 A) netstat -an | grep <port>​
 B) serverStatus.sh -all​
 C) tail -f SystemOut.log​
 D) wsadmin.sh -status 

Q7: In WebSphere ND, where should the administrator configure user authentication settings (e.g., LDAP 
integration)?​
 A) security.xml​
 B) plugin-cfg.xml​
 C) server.xml​
 D) log.properties 

Q8: Which backup strategy ensures that WebSphere ND configurations can be restored if the system fails?​
 A) Regular backupConfig.sh snapshots​
 B) Only backing up application EAR/WAR files​
 C) Clearing logs frequently​
 D) Restarting servers daily 

Q9: What is the recommended method to grant a WebSphere ND user read-only access for monitoring system 
logs?​
 A) Assign the "Monitor" role​
 B) Assign the "Administrator" role​
 C) Grant direct access to SystemOut.log​
 D) Modify plugin-cfg.xml 

Q10: In WebSphere ND, an administrator needs to remove inactive user accounts for security reasons. What 
should they do first?​
 A) Audit user roles and last login activity​
 B) Delete all accounts older than 6 months​
 C) Restart the WebSphere ND servers​
 D) Increase JVM heap size 
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C1000-174 Create a High Availability Configuration 
In the enterprise cloud landscape, high availability is a strategic necessity for maintaining user trust and 
operational continuity. A robust configuration ensures that the environment can absorb the failure of individual 
components without interrupting service. By building redundancy into every layer of the architecture, 
organizations transition from a reactive posture to a resilient one that handles faults automatically through 
infrastructure and application-level failover. 

1. Architecture Design 

1.1 Multi-Region Redundancy 

A resilient architecture eliminates single points of failure through multi-region redundancy. By deploying 
resources across different geographic regions, administrators protect applications from localized disasters. IBM 
Cloud supports automatic failover, where traffic is redirected to a backup region if the primary site becomes 
unavailable, ensuring users experience minimal disruption during large-scale infrastructure events. 

1.2 Load Balancing 

Load balancers act as intelligent traffic controllers, distributing incoming requests across multiple servers to 
prevent bottlenecks. The IBM Cloud Load Balancer improves response times by routing traffic to the server with 
the lowest load and uses continuous health checks to ensure traffic is only directed to functional instances. If a 
server fails, the load balancer automatically stops sending traffic to that instance. 

1.3 Cluster Configuration 

Clusters provide internal redundancy by grouping nodes to handle a collective workload. In the IBM Kubernetes 
Service, this configuration allows for automated workload shifting. If a node fails, Kubernetes detects the loss and 
automatically reschedules the affected containers onto healthy nodes, maintaining service availability without 
manual intervention. 

2. Fault Detection and Failover 

2.1 Automated Fault Detection 

Continuous monitoring is essential for the early detection of system failures. IBM Cloud Monitoring tracks 
real-time metrics such as CPU, memory, and network connectivity, triggering alerts when abnormal behavior is 
detected. This early detection allows administrators to address issues before they impact the end-user 
experience. 

2.2 Failover Mechanism 

Failover mechanisms automatically switch operations to a backup component when a failure occurs. This can be 
an active-passive setup, where a standby server takes over upon failure, or an active-active setup, where traffic 
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is load-balanced between multiple active servers. If one active server fails, the remaining instances absorb the 
load, ensuring minimal disruption. 

3. Application Layer Redundancy and Database Replication 

3.1 Application Layer Redundancy 

Resilience at the application layer involves running multiple instances of the same application across different 
servers or regions. This ensure that if one instance crashes, others remain available to handle requests, 
maintaining consistent service delivery. 

3.2 Database Replication 

Database replication ensures data availability through master-slave or multi-master configurations. In 
master-slave replication, the master database handles all read and write requests while slaves are synchronized 
for read-only access and failover. Multi-master replication allows multiple databases to handle read/write 
operations simultaneously, with changes synchronized across all instances to ensure data consistency. 

4. WebSphere ND High Availability Architecture 

4.1 WebSphere ND HA Components 

WebSphere ND achieves high availability through a cell-based architecture managed by the Deployment 
Manager. The High Availability Manager is responsible for detecting member failures and initiating recovery, while 
Node Agents monitor individual server instances. If a server stops responding, the Node Agent automatically 
restarts the instance to self-heal the environment. 

4.2 WebSphere ND Load Balancing 

Load balancing in WebSphere is performed by the IBM HTTP Server and the WebSphere Plugin. The plugin 
uses algorithms such as Round Robin, which distributes traffic evenly, or Least Connection, which routes traffic to 
the server with the fewest active connections. This ensures that no single server in the cluster becomes 
overwhelmed. 

5. WebSphere ND Clustering 

5.1 Static Cluster Configuration 

Static clusters require administrators to manually define members through the Admin Console. After navigating to 
Servers and Clusters, the administrator defines the cluster name and adds existing WebSphere instances as 
members. Enabling session replication and performing a Save and Synchronize Nodes operation is required to 
ensure failover capability within the static group. 

5.2 Dynamic Cluster Configuration 

Dynamic clusters scale the number of running WebSphere servers based on real-time demand. Administrators 
configure minimum and maximum cluster members and define dynamic workload policies. This allows 
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WebSphere to automatically start or stop cluster members based on CPU load, optimizing resource usage while 
maintaining high availability. 

6. WebSphere ND Database High Availability 

6.1 JDBC Failover 

Database resilience is achieved through JDBC failover, where WebSphere supports automatic switching between 
multiple database instances. If the primary database fails, WebSphere redirects the connection to a backup 
database defined in the data source configuration, allowing the application to continue running without downtime. 

6.2 IBM DB2 HADR Integration 

WebSphere ND supports IBM DB2 High Availability Disaster Recovery for automated database failover. By 
enabling HADR on DB2 and configuring WebSphere JDBC failover settings, the system can detect a primary 
database failure and switch to a standby DB2 instance. This process ensures continuous data access for Java 
EE applications. 

Transition from infrastructure resilience to the processes governing application lifecycle management. 

7. Create a High Availability Configuration Practice Question 

Q1: In a WebSphere ND high availability (HA) architecture, which component is responsible for managing 
multiple application servers in a distributed environment?​
 A) Node Agent​
 B) Deployment Manager (Dmgr)​
 C) IBM HTTP Server​
 D) WebSphere Plugin 

Q2: What is the purpose of a WebSphere ND cluster in a high availability configuration?​
 A) To act as a backup server in case of primary server failure​
 B) To manage JDBC database connections​
 C) To distribute application workload among multiple servers​
 D) To store configuration files for WebSphere servers 

Q3: In WebSphere ND, which component is primarily responsible for detecting failures in application servers and 
attempting to restart them?​
 A) Deployment Manager​
 B) Node Agent​
 C) WebSphere Plugin​
 D) Load Balancer 

Q4: What is the function of the WebSphere Plugin in an HA configuration?​
 A) It starts and stops application servers automatically​
 B) It distributes incoming HTTP requests to WebSphere ND application servers​
 C) It detects server failures and restarts failed servers​
 D) It provides database connectivity for WebSphere applications 
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Q5: Which of the following is a benefit of using IBM HTTP Server with WebSphere Plugin in a high availability 
setup?​
 A) It eliminates the need for WebSphere Clusters​
 B) It provides session failover across multiple servers​
 C) It replaces the Deployment Manager in WebSphere ND​
 D) It prevents application servers from crashing 

Q6: Which high availability feature in WebSphere ND ensures that user sessions remain available even if a 
server crashes?​
 A) JDBC Failover​
 B) Session Replication​
 C) Load Balancing​
 D) Node Agent Monitoring 

Q7: In an active-passive failover setup for WebSphere ND, what happens when the primary server fails?​
 A) The failover system automatically redirects traffic to the standby server​
 B) The Deployment Manager restarts the primary server immediately​
 C) WebSphere Plugin caches requests until the primary server is restored​
 D) The Load Balancer stops sending traffic until manual intervention 

Q8: Which type of database replication is best suited for high availability in a WebSphere ND environment?​
 A) Single-instance database with nightly backups​
 B) JDBC Multi-Datasource with automatic failover​
 C) File-based database storage​
 D) WebSphere Plugin replication 

Q9: What is the primary purpose of the High Availability Manager (HA Manager) in WebSphere ND?​
 A) It balances HTTP traffic between application servers​
 B) It automatically detects and recovers failed components in the cluster​
 C) It provides database connectivity for applications​
 D) It replaces the Deployment Manager in WebSphere ND 

Q10: In a WebSphere ND cluster, what happens when a server node becomes unresponsive?​
 A) The WebSphere Plugin automatically removes it from the routing list​
 B) The Deployment Manager deletes the node from the cluster​
 C) The Node Agent redirects all traffic to another node​
 D) Users must manually restart the server 

 

 

C1000-174 Deploy and Administer Applications 
Structured application deployment and administration are essential for maintaining environment stability. By 
adopting standardized processes, organizations reduce the risks associated with manual configuration and 
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environment drift. This lifecycle management ensures that applications are not only successfully released but 
also continuously optimized to meet the evolving needs of the business and its users. 

1. Application Deployment Process 

1.1 Environment Consistency Management 

Consistency across development, testing, and production is maintained through configuration management tools 
like Ansible or Terraform. This ensures that infrastructure remains identical across stages, preventing the 
common issue where code works in development but fails in production due to minor version discrepancies or 
library mismatches. 

1.2 Automated CI/CD Pipeline 

Continuous Integration and Continuous Deployment pipelines automate the integration and testing of code 
changes. Tools like Jenkins or GitLab CI ensure that every update is tested before being deployed to staging or 
production. This automation reduces human error and enables faster, more frequent software releases. 

1.3 Containerized Deployment 

Containerization, using Docker and Kubernetes, packages an application with its dependencies into a single, 
portable unit. This ensures the application runs identically regardless of the underlying environment. Kubernetes 
orchestrates these containers at scale, managing their deployment, scaling, and overall availability. 

2. Application Version Control and Rollback 

2.1 Blue-Green Deployment 

Blue-green deployment involves running two identical environments: the current stable version (Blue) and the 
new version (Green). Once the Green environment is verified, traffic is shifted to it. This strategy allows for 
zero-downtime updates and provides a simplified path for an immediate rollback if issues are detected in the new 
version. 

2.2 Version Rollback and Monitoring 

Versioning each deployment allows administrators to quickly revert an application to a previous stable state. This 
is critical for maintaining stability when bugs are discovered post-release. Continuous monitoring of performance 
metrics, such as response times and error rates, provides the data necessary to trigger these rollbacks or 
optimize resource allocations. 

3. WebSphere ND Deployment Methods 

3.1 EAR/WAR File Deployments 

WebSphere ND applications are packaged as Enterprise Archives or Web Archives and deployed via the Admin 
Console or the wsadmin scripting interface. For example, the command AdminApp.install('MyApp.ear', '[-node 
Node01 -server Server1]') automates the deployment to a specific server instance. The Job Manager can also be 
used to automate deployments across multiple distributed nodes. 
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3.2 Deployment Automation and Job Manager 

The WebSphere Job Manager facilitates automated deployments across a large cell. Administrators create a new 
job in the Admin Console, select the Install Application task, and choose the target nodes. This provides a more 
structured approach to application lifecycle management in traditional WebSphere environments compared to 
modern container-native models. 

4. WebSphere ND Environment Consistency 

4.1 WebSphere Profiles 

Consistency is maintained through profiles, which isolate configurations for cells, custom nodes, and application 
servers. A Cell Profile is used for multi-node deployments managed by the Deployment Manager, while Custom 
Profiles represent cluster members. Administrators can check existing profiles using the manageprofiles.sh 
-listProfiles command. 

4.2 Configuration Synchronization 

The Deployment Manager ensures that all nodes are synchronized with the central repository. If a node falls out 
of sync, administrators can force a manual synchronization using the syncNode.sh dmgr_host dmgr_port 
command. This ensures all nodes receive the latest configuration changes and application updates 
simultaneously. 

5. WebSphere ND Version Control and Rollback 

5.1 AdminApp Rollback 

WebSphere provides a specific mechanism for reverting application changes through the AdminApp.rollback() 
command. This is used to discard unsaved configuration changes or to revert to the previous state of the 
application repository if a deployment fails or causes errors in the runtime environment. 

5.2 Parallel (Side-by-Side) Deployment 

Parallel deployment allows two versions of an application to run simultaneously under different context paths, 
such as /v1 and /test. This allows administrators to gradually shift users to the new version. If the new version 
fails, it can be removed without impacting users who are still accessing the original stable version. 

6. WebSphere ND Application Monitoring 

6.1 Performance Monitoring Infrastructure (PMI) 

PMI is the internal framework for collecting performance data in WebSphere. It tracks JVM heap usage, active 
thread counts, and JDBC connection metrics. Enabling PMI in the Admin Console allows for real-time and 
historical performance analysis, helping to identify long-term trends and potential bottlenecks. 

6.2 Tivoli Performance Viewer (TPV) 
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TPV provides a visual interface for the data collected by PMI. Administrators use TPV to monitor active threads 
and JVM memory usage in real-time. If the WebContainer pool is consistently full, TPV will signal a need to 
increase the maximum thread pool size to prevent slow response times. 

Conclude by linking application success to the underlying health of the installation and update lifecycle. 

7. Deploy and Administer Applications Practice Question 

Q1: Which deployment method is used in WebSphere ND to install EAR/WAR files via the command line?​
 A) wsadmin​
 B) Docker​
 C) Kubernetes​
 D) Terraform 

Q2: Which WebSphere ND component automates deployment across multiple nodes in a WebSphere cell?​
 A) Job Manager​
 B) Kubernetes​
 C) WebSphere Plugin​
 D) Ansible 

Q3: An administrator needs to deploy an application via the WebSphere Admin Console. Which menu should 
they navigate to?​
 A) Applications → New Application → Install​
 B) Security → User Roles​
 C) Servers → JVM Settings​
 D) Monitoring → Performance Viewer 

Q4: In WebSphere ND, how can an administrator deploy an application update while ensuring the previous 
version remains available?​
 A) Parallel Deployment​
 B) Blue-Green Deployment​
 C) Dynamic Clustering​
 D) Direct Deployment Overwrite 

Q5: Which file in WebSphere ND stores the application deployment configuration?​
 A) server.xml​
 B) plugin-cfg.xml​
 C) security.xml​
 D) deployment.xml 

Q6: An administrator notices that an application is consuming excessive CPU resources. Which WebSphere ND 
tool should be used for real-time monitoring?​
 A) Tivoli Performance Viewer (TPV)​
 B) IBM QRadar​
 C) Ansible​
 D) Terraform 
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Q7: Which command is used to synchronize configuration changes across WebSphere ND nodes?​
 A) syncNode.sh​
 B) wsadmin.sh -sync​
 C) jobManager.sh -deploy​
 D) adminConsole.sh -update 

Q8: In WebSphere ND, an administrator needs to roll back an application to a previous stable version. What is 
the correct action?​
 A) Use wsadmin rollback feature​
 B) Restart the WebSphere ND server​
 C) Manually delete and redeploy the older version​
 D) Increase JVM heap size 

Q9: An administrator needs to deploy an EAR file to a specific WebSphere ND server using wsadmin. Which 
option should be used?​
 A) -server <server_name>​
 B) -node <node_name>​
 C) -cell <cell_name>​
 D) -profile <profile_name> 

Q10: In WebSphere ND, an administrator wants to configure automatic application deployment using a Job 
Manager. What is the first step?​
 A) Define a deployment job in Job Manager​
 B) Restart all WebSphere servers​
 C) Modify security.xml to allow automation​
 D) Increase the JDBC connection pool 

 

 

C1000-174 Install and Update the Environment 
Setting up and maintaining an IBM Cloud and WebSphere environment requires a disciplined approach to 
installation and patch management. The initial setup provides the framework for all future operations, while 
regular updates ensure that the system remains protected against security vulnerabilities and benefits from the 
latest performance enhancements. Careful planning during these phases prevents installation failures and 
minimizes the risks associated with complex system upgrades. 

1. Environment Installation Steps 

1.1 System Requirements and Dependencies 

Installation begins with a system requirements check for CPU cores, RAM, and disk space. For example, a 
minimum of 16 GB of RAM is often recommended for IBM Cloud services. Supporting dependencies, such as 
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PostgreSQL for database management and NGINX for web serving, must be installed in the correct order to 
ensure the core environment runs correctly. 

1.2 Core Components and Database Initialization 

Core cloud components like Cloud Foundry, OpenShift, and Kubernetes must be installed according to 
high-availability best practices. Following infrastructure setup, database initialization involves creating an instance 
and configuring connection parameters, including user credentials and network ports, to ensure reliable 
communication between cloud components and the data store. 

1.3 Network Configuration 

Static IP addresses and DNS entries are implemented to ensure critical components are always reachable. 
Firewall rules protect the environment by allowing only approved traffic, such as permitting the application server 
to connect to the database IP while restricting all other internal traffic. This facilitates secure and predictable 
communication between the various components of the cloud environment. 

2. Environment Update 

2.1 Upgrade Planning and Patch Management 

Maintaining the environment requires a structured upgrade plan that includes testing in a staging environment. 
Patch management addresses specific security vulnerabilities or bugs without a complete system upgrade. For 
instance, a Kubernetes patch should be verified in a test environment before being applied to production to 
ensure no disruption of service. 

2.2 Configuration Backups and Documentation 

Before applying updates, administrators must back up configuration files to ensure they can revert to a previous 
state if an update fails. Every action, including version numbers and update dates, must be documented. 
Recording that the system was moved from Kubernetes v1.20 to v1.22 provides a clear audit trail for 
troubleshooting future issues. 

3. WebSphere ND 9.0.5 Installation 

3.1 Pre-Installation Preparation 

WebSphere ND installation requires IBM SDK for Java 8.0 and root or administrator privileges. A minimum of 5 
GB of free disk space is recommended. Administrators must also check port availability for the Admin Console on 
9060 (HTTP) and 9043 (HTTPS), the Application Server on 9080 (HTTP) and 9443 (HTTPS), and the Node 
Agent on 9403. 

3.2 IBM Installation Manager and imcl 

WebSphere ND is installed via the IBM Installation Manager. For automated deployments, the imcl command-line 
interface is used to perform silent installations. A typical command for this is imcl.exe install 
com.ibm.websphere.ND.v90 -repositories repository_url -installationDirectory /opt/IBM/WebSphere/AppServer 
-acceptLicense. After installation, servers are started using the startServer.sh script. 
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4. Updating WebSphere ND 9.0.5 

4.1 Fix Packs, iFixes, and Feature Packs 

WebSphere updates are categorized into Fix Packs for stability, iFixes for specific patches, and Feature Packs for 
new functionality. Before applying these, administrators must check the current version using versionInfo.sh and 
verify compatibility with existing applications. These updates ensure the environment remains secure against 
emerging threats. 

4.2 backupConfig.sh and Verification 

The backupConfig.sh script must be executed before applying any updates to prevent data loss. Once the update 
is applied via the Installation Manager or imcl, the versionInfo.sh command is used to verify the new version 
level. Finally, administrators restart the server and check the logs to ensure the environment is operating correctly 
after the patch. 

Move from the physical setup of the environment to the logical protection of its assets. 

5. Install and Update the Environment Practice Question 

Q1: What is the primary tool used to install WebSphere Application Server Network Deployment (ND) 9.0.5?​
 A) Kubernetes Helm​
 B) IBM Installation Manager​
 C) OpenShift CLI​
 D) WebSphere Admin Console 

Q2: Before installing WebSphere ND 9.0.5, which of the following system requirements should be checked?​
 A) Available CPU, RAM, and disk space​
 B) Network configuration and port availability​
 C) Operating system compatibility​
 D) All of the above 

Q3: Which of the following commands is used to check the installed WebSphere version?​
 A) imcl listInstalledPackages​
 B) wsadmin -version​
 C) versionInfo.sh​
 D) updateWAS.sh 

Q4: During the installation of WebSphere ND 9.0.5, which step ensures that necessary dependencies are 
available?​
 A) Running wsadmin to configure settings​
 B) Using imcl to install the software​
 C) Checking system requirements and installing prerequisite packages​
 D) Starting the deployment manager before installation 
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Q5: What is the best practice for applying a Fix Pack update in WebSphere ND?​
 A) Apply it directly to the production server without testing​
 B) Always perform updates during peak usage times​
 C) Test the Fix Pack in a staging environment before applying it to production​
 D) Manually modify configuration files before running the update 

Q6: What is the purpose of performing a configuration file backup before updating WebSphere ND?​
 A) It allows the administrator to revert changes in case of issues​
 B) It speeds up the update process​
 C) It eliminates the need to test updates​
 D) It prevents unauthorized users from logging in 

Q7: Which IBM WebSphere ND component is responsible for managing multiple application servers in a 
distributed environment?​
 A) Node Agent​
 B) Deployment Manager​
 C) Admin Console​
 D) Web Server Plugin 

Q8: When updating WebSphere ND using IBM Installation Manager, which command lists all installed packages 
and versions?​
 A) wsadmin -list​
 B) imcl listInstalledPackages​
 C) startManager.sh -version​
 D) updateManager -check 

Q9: In a high-availability WebSphere ND environment, why is network configuration important?​
 A) It ensures that all applications run with default settings​
 B) It allows efficient communication between cluster members​
 C) It prevents updates from being applied​
 D) It eliminates the need for Fix Packs 

Q10: When troubleshooting a failed WebSphere ND update, which log file should be checked first?​
 A) /var/log/syslog​
 B) update.log in the Installation Manager logs directory​
 C) wsadmin.log​
 D) server-startup.log 

 

 

C1000-174 Manage Security 
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Security management in a cloud environment requires a multi-layered defense strategy encompassing identity 
management, data protection, and continuous threat monitoring. By implementing a comprehensive security 
framework, organizations protect resources from unauthorized access while ensuring compliance with global 
privacy regulations. This proactive approach minimizes the risk of data breaches and maintains the integrity of 
the enterprise infrastructure. 

1. Access Control and Identity Management 

1.1 IAM and Multi-Factor Authentication 

Identity and Access Management systems serve as the primary gatekeepers, managing who can access 
resources and what actions they can perform. Multi-Factor Authentication adds a critical layer of security by 
requiring a second form of verification, such as a code from an authenticator app, alongside a password. This 
significantly reduces the risk of unauthorized access due to compromised credentials. 

1.2 Role-Based Access Control (RBAC) 

RBAC organizes access by assigning roles like administrator or viewer based on job functions. This simplifies 
permission management and ensures consistency across the environment. By assigning roles rather than 
individual permissions, administrators can easily adjust access if a user's responsibilities change, ensuring the 
principle of least privilege is always upheld. 

2. Data Protection and Privacy 

2.1 Encryption and TLS Protocols 

Data protection is achieved through encryption at rest for stored data and in transit for data moving over the 
network. IBM Cloud uses TLS 1.2 and 1.3 to ensure secure communication between clients and servers. This 
ensures that even if data is intercepted or storage media is accessed without authorization, the information 
remains unreadable without the correct keys. 

2.2 IBM Key Protect and Compliance 

IBM Key Protect is utilized for the secure generation, storage, and rotation of encryption keys. This is a 
requirement for compliance with global standards such as GDPR or industry-specific regulations like HIPAA. 
Regular key rotation minimizes the potential impact of a compromised key and ensures that data handling 
remains aligned with legal and privacy requirements. 

3. Vulnerability Management and Security Monitoring 

3.1 Scanning, Patching, and Logging 

Regular security scanning identifies outdated software or misconfigurations that could be exploited. This is 
followed by patch management to resolve identified vulnerabilities. Detailed logging through IBM Cloud Log 
Analysis tracks user and system actions, providing the centralized data necessary to identify patterns or 
anomalies that might indicate a security breach. 
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3.2 Threat Detection and IBM Security QRadar 

IBM Security QRadar provides real-time monitoring for potential threats, such as unusual login patterns or 
unexpected data access. When a threat is detected, QRadar can automatically notify security teams and initiate 
incident responses, such as blocking an offending IP address. This proactive detection and response are crucial 
for minimizing the impact of security incidents. 

4. Authentication and Access Control in WebSphere ND 

4.1 Identity Stores and JAAS 

WebSphere ND supports Local User Registries, LDAP, and Federated Repositories for identity management. 
Authentication is handled via the Java Authentication and Authorization Service (JAAS), where administrators 
define login modules. This Java-based framework allows WebSphere to integrate with external directory services 
like Active Directory for enterprise-wide identity management. 

4.2 WebSphere Administrative Roles 

Access to the WebSphere Admin Console is strictly controlled by built-in roles. The Administrator role has full 
control, while the Operator role can start or stop servers but cannot change configurations. The Configurator role 
can modify settings but not control server states, and the Monitor role has read-only access. These roles are 
assigned under Administrative User Roles in the Global Security settings. 

5. Configuring SSL/TLS in WebSphere ND 

5.1 Manual Certificate Management and ikeyman 

WebSphere requires manual management of SSL certificates using the ikeyman utility or the Admin Console. 
Administrators must generate self-signed certificates for testing or import CA-signed certificates for production. 
Managing keystores and truststores through ikeyman ensures that the certificates used for secure 
communication are valid and correctly configured. 

5.2 Enforcing Modern TLS Standards 

To maintain a secure posture, WebSphere ND should be configured to enforce TLS 1.2 or TLS 1.3, while older 
protocols like SSL 3.0 must be disabled. This is managed under the SSL Certificate and Key Management 
settings. Restarting the environment after these changes ensures that all nodes and applications adhere to 
modern encryption standards. 

6. Java Security and Database Security 

6.1 Java 2 Security Policies 

WebSphere implements Java 2 Security to restrict application access to critical system resources like the file 
system. These policies are defined in the java.policy file and can be enabled in the Admin Console to prevent 
unauthorized Java code from performing sensitive operations. This adds a layer of protection at the runtime level. 

6.2 J2C Authentication and JDBC Security 
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Database security is managed through J2C Authentication Data entries, which store encrypted credentials for 
JDBC connections. This ensures that sensitive database passwords are not hard-coded in application files. By 
using J2C aliases, WebSphere provides a secure and centralized method for applications to authenticate with 
external databases. 

7. Logging and Auditing in WebSphere ND 

7.1 SystemOut and Security Audit Logs 

WebSphere tracks activities through SystemOut.log and records security events in the security-audit.log. These 
logs capture authentication attempts, administrative changes, and access violations. Monitoring these logs in 
real-time using tail -f SystemOut.log allows administrators to react immediately to security events or runtime 
errors. 

7.2 Integration with IBM QRadar 

For centralized security management, WebSphere logs can be forwarded to IBM Security QRadar. This 
integration involves configuring WebSphere to send its audit and application logs to the QRadar log source, 
where they are analyzed for anomalies. This allows for sophisticated threat detection across the entire Java EE 
and cloud environment. 

Transition from maintaining the current state to the strategies required for future-proofing the environment. 

8. Manage Security Practice Question 

Q1: In WebSphere ND, which of the following is NOT a valid authentication mechanism for user access control?​
 A) Local User Registry​
 B) Lightweight Directory Access Protocol (LDAP)​
 C) Federated Repositories​
 D) Simple Mail Transfer Protocol (SMTP) 

Q2: Which security feature in WebSphere ND enforces authentication and access control based on user roles?​
 A) Role-Based Access Control (RBAC)​
 B) Java Security Manager​
 C) Federated Repository​
 D) SSL/TLS Encryption 

Q3: What is the primary purpose of configuring SSL/TLS in WebSphere ND?​
 A) To encrypt data in transit between clients and servers​
 B) To enforce role-based access control (RBAC)​
 C) To store user credentials securely in WebSphere ND​
 D) To generate user authentication tokens 

Q4: Which WebSphere ND tool is used to manage SSL/TLS certificates?​
 A) IBM Key Management Utility (ikeyman)​
 B) Deployment Manager​
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 C) WebSphere Plugin​
 D) Node Agent 

Q5: When configuring a JDBC connection in WebSphere ND, which security mechanism should be used to store 
database credentials securely?​
 A) Plain text password in configuration files​
 B) J2C Authentication Data Entry​
 C) LDAP Authentication​
 D) WebSphere Plugin 

Q6: In WebSphere ND, where are security audit logs stored by default?​
 A) /opt/WebSphere/AppServer/logs/security-audit.log​
 B) /var/log/syslog​
 C) SystemOut.log​
 D) security.xml 

Q7: Which WebSphere ND component can be used to analyze security logs and detect potential threats?​
 A) IBM QRadar​
 B) WebSphere Admin Console​
 C) Deployment Manager​
 D) IBM HTTP Server 

Q8: What is the main advantage of enabling Java 2 Security in WebSphere ND?​
 A) It allows applications to run without authentication​
 B) It provides fine-grained control over Java application permissions​
 C) It disables SSL/TLS encryption to improve performance​
 D) It automatically updates WebSphere ND security patches 

Q9: In WebSphere ND, how can administrators enforce multi-factor authentication (MFA) for user logins?​
 A) By enabling J2C Authentication​
 B) By configuring an external authentication provider that supports MFA​
 C) By modifying the server.xml file​
 D) By using IBM HTTP Server 

Q10: Which best practice should administrators follow when applying security patches to WebSphere ND?​
 A) Apply patches directly to production servers​
 B) Test patches in a staging environment before deployment​
 C) Ignore patches if there are no reported security incidents​
 D) Disable all security features before applying patches 

 

 

C1000-174 Modernization 
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Modernization transforms traditional monolithic applications into cloud-native architectures that prioritize 
scalability and flexibility. This transformation allows organizations to leverage modern development practices and 
infrastructure tools to improve performance and decrease time-to-market. By adopting containerization and 
DevOps methodologies, businesses ensure their legacy systems remain relevant in a rapidly changing 
technological landscape. 

1. Containerization and Microservices Architecture 

1.1 Microservices and Docker 

Modernization often begins with breaking monolithic applications into microservices, where each service handles 
a specific function and interacts via APIs. These are packaged using Docker into lightweight containers that run 
consistently across all environments. This decomposition allows for independent scaling, where a specific service 
like a shopping cart can be scaled without impacting the rest of the application. 

1.2 Kubernetes and Serverless 

Kubernetes orchestrates containerized applications, automating their deployment and maintenance. For 
lightweight, event-driven tasks, IBM Cloud Functions provides a serverless architecture where resources scale 
automatically and users are only charged for actual usage. This reduces infrastructure management overhead 
and allows developers to focus entirely on application logic. 

2. DevOps and Automation 

2.1 Toolchain Integration and CI/CD 

Modernization is supported by DevOps toolchains that integrate source control like GitHub with CI/CD tools like 
Jenkins. This automates the release cycle, ensuring that every code change is tested and deployed reliably. 
Integrating monitoring tools like Prometheus into the pipeline provides immediate feedback on application 
performance post-deployment. 

2.2 Pipeline Optimization 

Optimizing CI/CD pipelines through parallel testing reduces build times and speeds up the release cycle. 
Automated rollbacks ensure that if a deployment fails, the system reverts to a stable state immediately. 
Incremental builds further improve efficiency by only rebuilding the parts of the application that have been 
modified, reducing total resource consumption. 

3. Application Modernization Tools 

3.1 API Management and IBM API Connect 

IBM API Connect allows legacy systems to interact with modern cloud services by exposing REST APIs without 
requiring significant code changes. This bridges the gap between traditional Java EE applications and new 
cloud-native features. API management ensures these connections are secure, analyzed, and easily accessible 
by modern mobile or web applications. 
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3.2 Infrastructure as Code (IaC) 

IaC tools like Terraform and Ansible automate the provisioning of resources using configuration files. Terraform 
manages infrastructure across multiple cloud providers, while Ansible automates software configuration and 
application deployment. This ensures that environments are versioned, reproducible, and consistent across 
development and production. 

4. WebSphere ND Modernization Paths 

4.1 Rehosting and Replatforming 

Organizations can choose to rehost WebSphere ND workloads by moving them to cloud virtual servers without 
code changes, often called Lift-and-Shift. Replatforming involves moving to WebSphere Liberty, which is a 
lightweight version of the application server optimized specifically for containerized and microservices 
environments. 

4.2 Refactoring and Rebuilding 

Refactoring involves rewriting parts of the application to use microservices and APIs, while rebuilding entails a 
complete rewrite using modern frameworks or serverless architectures. These paths are chosen for monolithic 
applications that require significant updates to meet long-term business goals for scalability and cloud-native 
integration. 

5. WebSphere ND and Kubernetes Integration 

5.1 IBM Cloud Pak for Applications 

IBM Cloud Pak for Applications provides the tools necessary to containerize WebSphere ND workloads and run 
them on OpenShift. It includes Transformation Advisor, which analyzes legacy Java EE applications to determine 
their suitability for containerization and provides guidance on the necessary configuration changes for a 
successful migration. 

5.2 Moving to WebSphere Liberty 

WebSphere Liberty is the recommended path for Kubernetes deployments because it is optimized for 
cloud-native workloads and supports Helm charts. Organizations use Transformation Advisor to assess 
dependencies like JNDI or EJBs and then migrate these applications to Liberty, allowing them to benefit from the 
orchestration and scaling capabilities of OpenShift. 

Connect the modernization effort to the need for continuous performance oversight. 

6. Modernization Practice Question 

Q1: Which modernization approach allows a WebSphere ND application to run in the cloud without modifying the 
code?​
 A) Lift-and-Shift​
 B) Replatforming​
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 C) Refactoring​
 D) Rebuilding 

Q2: An administrator is modernizing WebSphere ND applications using Kubernetes. What should they do first?​
 A) Convert WebSphere ND applications to WebSphere Liberty​
 B) Deploy WebSphere ND directly on Kubernetes​
 C) Rewrite the application using Python​
 D) Remove all Java EE dependencies 

Q3: Which IBM solution enables WebSphere ND applications to be containerized and deployed on OpenShift?​
 A) IBM Cloud Pak for Applications​
 B) IBM API Connect​
 C) WebSphere Plugin​
 D) IBM Cloud Foundry 

Q4: Which WebSphere CI/CD integration tool is recommended for automated deployments in WebSphere ND?​
 A) Jenkins with wsadmin scripts​
 B) Kubernetes-native deployments​
 C) GitOps with ArgoCD​
 D) Ansible with Helm 

Q5: An administrator wants to expose WebSphere ND services as APIs for a cloud-native application. Which IBM 
tool should they use?​
 A) IBM API Connect​
 B) WebSphere Plugin​
 C) OpenShift Service Mesh​
 D) Terraform 

Q6: Which command is used to deploy an EAR file in WebSphere ND using wsadmin?​
 A) wsadmin.sh -c "AdminApp.install('/opt/apps/MyApp.ear', ['-server', 'Server1'])"​
 B) kubectl apply -f MyApp.yaml​
 C) helm install MyApp ibm-charts/websphere-liberty​
 D) terraform apply 

Q7: Which modernization strategy helps WebSphere ND applications gradually migrate to microservices?​
 A) Strangler Pattern​
 B) Monolithic Migration​
 C) Big Bang Rewrite​
 D) Direct Lift-and-Shift 

Q8: An administrator wants to automate WebSphere ND infrastructure provisioning on AWS. Which tool should 
they use?​
 A) Terraform​
 B) WebSphere Plugin​
 C) wsadmin​
 D) IBM API Connect 



 
 
 
 
 
 

            
 

AAAdemy | https://www.aaademy.com 
Q9: Which WebSphere ND component enables automated configuration management across multiple nodes?​
 A) Deployment Manager (dmgr)​
 B) Kubernetes Control Plane​
 C) OpenShift Operator​
 D) GitLab Runner 

Q10: Which WebSphere ND automation tool ensures configuration consistency across environments?​
 A) Ansible​
 B) Helm​
 C) Istio​
 D) Kubernetes 

 

 

C1000-174 Monitor and Tune the Environment 
Monitoring and tuning are essential for maintaining a healthy and cost-effective cloud environment. By 
continuously tracking system metrics and application performance, administrators identify bottlenecks and 
optimize resource usage. This proactive management ensures that infrastructure scales appropriately to meet 
demand while providing a high-quality user experience and reducing operational overhead. 

1. System and Application Monitoring 

1.1 Resource and Performance Metrics 

Resource monitoring tracks CPU, memory, and disk usage through IBM Cloud Monitoring, with alerts set for 
thresholds like 80% utilization. Application Performance Monitoring goes further by tracking response times and 
error rates. These metrics provide real-time insights into whether an application is meeting its performance 
expectations or if it requires additional resources. 

1.2 Centralized Log Management 

IBM Log Analysis aggregates logs from servers, applications, and databases into a single location. This unified 
view simplifies troubleshooting by allowing administrators to search and filter logs based on keywords or severity. 
If a connection error occurs, centralized logging allows the team to find the exact source of the failure across 
different system components simultaneously. 

2. Performance Optimization 

2.1 Auto-Scaling and Caching 

Auto-scaling adjusts resources based on demand, using horizontal scaling to add server instances or vertical 
scaling to increase CPU and RAM. Caching mechanisms like Redis or Memcached store frequently accessed 
data in memory, reducing the need for time-consuming database queries. This combination ensures that the 
environment remains responsive during traffic spikes while optimizing costs. 



 
 
 
 
 
 

            
 

AAAdemy | https://www.aaademy.com 
2.2 Database and Network Optimization 

Database optimization involves index reviews and query adjustments to reduce latency. For large datasets, 
partitioning or sharding distributes the load across multiple segments. Network optimization utilizes Content 
Delivery Networks to serve static content from the nearest global server and load balancers to distribute traffic, 
ensuring a smooth user experience regardless of geographic location. 

3. WebSphere ND Monitoring and Tuning 

3.1 PMI and Tivoli Performance Viewer 

In WebSphere, the Performance Monitoring Infrastructure collects data on JVM heap usage and thread pools. 
The Tivoli Performance Viewer provides the visual interface for this data, allowing administrators to identify 
bottlenecks in real-time. By enabling PMI data collection in the Admin Console, teams can perform historical 
trend analysis to prevent future performance degradation. 

4.2 JVM Heap and GC Tuning 

JVM tuning directly impacts WebSphere performance. Administrators should set the initial heap size to 50% of 
the maximum heap (Xms = 50% Xmx) and select GC policies like GenCon for general use or Balanced for large 
heaps. These settings are adjusted in the server.xml file or the Admin Console to prevent memory exhaustion 
and ensure consistent application throughput. 

4. WebSphere ND Connection and Session Tuning 

4.1 JDBC Connection Pool Optimization 

Optimizing JDBC connection pools involves setting a minimum of 5 and a maximum of 50 connections, with a 
timeout of 30 seconds. Statement caching should also be enabled, typically with a cache size of 50 statements, 
to reduce SQL processing overhead. These adjustments are made within the Data Source settings to ensure 
efficient database interaction under load. 

4.2 Session Replication and Load Balancing 

Administrators must choose between memory-to-memory replication for speed or database-based persistence for 
reliability. Load balancing is managed via the IBM HTTP Server and its plugin, where the plugin-cfg.xml file 
defines the weights for cluster members. This ensures that traffic is distributed evenly and user sessions are 
preserved if a specific WebSphere instance fails. 

Conclude by addressing the final stage of administration: handling the failures that occur despite monitoring. 

5. Monitor and Tune the Environment Practice Question 

Q1: Which of the following tools is used in WebSphere ND to collect performance data such as CPU usage, 
memory consumption, and thread pool statistics?​
 A) IBM Cloud Monitoring​
 B) Performance Monitoring Infrastructure (PMI)​
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 C) WebSphere Plugin​
 D) IBM Key Management Utility (ikeyman) 

Q2: Which WebSphere ND component is responsible for visualizing PMI performance data in a graphical format?​
 A) Tivoli Performance Viewer (TPV)​
 B) IBM QRadar​
 C) WebSphere Deployment Manager​
 D) WebSphere Plugin 

Q3: In WebSphere ND, which JVM parameter should be adjusted to optimize memory allocation and prevent 
out-of-memory errors?​
 A) -Xms and -Xmx​
 B) -Dwas.security.logging​
 C) -Djava.util.logging.config.file​
 D) server.xml 

Q4: What is the best way to optimize session management in a WebSphere ND clustered environment?​
 A) Enable memory-to-memory session replication​
 B) Store session data in plain text files​
 C) Increase thread pool size to 1000​
 D) Disable all caching mechanisms 

Q5: In WebSphere ND, which of the following should be used to avoid excessive database connection overhead?​
 A) JDBC Connection Pooling​
 B) Increasing thread count to unlimited​
 C) Using local file storage instead of a database​
 D) Manually closing database connections in every request 

Q6: Which type of caching can be implemented in WebSphere ND to reduce database query load?​
 A) Dynamic cache service​
 B) Static file storage​
 C) Increasing JVM heap size​
 D) Disabling session replication 

Q7: What is the main purpose of using a WebSphere ND Load Balancer?​
 A) To distribute incoming requests among application servers​
 B) To store SSL certificates​
 C) To increase Java heap size​
 D) To manage database connections 

Q8: In WebSphere ND, which of the following log files provides detailed performance data?​
 A) SystemOut.log​
 B) SystemErr.log​
 C) ffdc logs​
 D) security-audit.log 
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Q9: What is the role of Content Delivery Networks (CDN) in WebSphere ND performance optimization?​
 A) Reducing latency by caching static content closer to users​
 B) Increasing JVM heap size​
 C) Optimizing SQL queries​
 D) Managing server configurations 

Q10: In WebSphere ND, which of the following should be monitored to detect potential performance bottlenecks?​
 A) CPU utilization, JVM heap usage, and database connection pool​
 B) User passwords and security tokens​
 C) Hardcoded configuration values​
 D) Application deployment history 

 

 

C1000-174 Troubleshoot post-installation 
Troubleshooting after installation is a critical skill for maintaining system availability and resolving the technical 
challenges that arise in complex cloud environments. A structured approach involving detailed log analysis and 
systematic diagnostics allows administrators to identify root causes quickly. By understanding common failure 
points, organizations minimize downtime and ensure the long-term integrity and reliability of their infrastructure. 

1. Log Analysis and Diagnostics 

1.1 System, Application, and Database Logs 

Log analysis is the first step in diagnosing post-installation issues. System logs capture hardware and network 
errors, while application logs record events such as authentication failures or configuration issues. Database logs 
provide insight into failed queries or connection errors. IBM Cloud Log Analysis centralizes these sources, 
allowing for efficient searching and pattern detection to pinpoint the source of a problem. 

1.2 Real-Time Health Checks 

Real-time health checks monitor the status of critical resources like CPU and memory usage, as well as service 
availability for web servers and databases. These checks provide immediate feedback, allowing administrators to 
identify if a service is unresponsive because a server is overloaded or because of a network connectivity failure 
between different parts of the environment. 

2. Common Issue Troubleshooting Workflow 

2.1 Network and Permission Issues 

Network troubleshooting involves using tools like ping or traceroute to verify connectivity and reviewing DNS 
settings and firewall rules to ensure necessary ports are open. Permission issues are resolved by checking IAM 
roles and policies. If a user receives an "access denied" error, administrators must audit their role (e.g., viewer 
vs. editor) and adjust permissions in the IAM console. 
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2.2 Dependency and Resource Bottlenecks 

Dependency failures occur when installed software versions do not match application requirements, such as 
using Python 3.6 when 3.8 is required. Resource bottlenecks are identified using monitoring tools to find high 
CPU or memory utilization. Resolving these may involve scaling up the server by adding more capacity or 
optimizing resource allocation for high-demand applications. 

3. WebSphere ND Log Analysis and Diagnostics 

3.1 SystemOut, SystemErr, and FFDC 

WebSphere utilizes specialized logs: SystemOut.log for runtime activities, SystemErr.log for exceptions and stack 
traces, and First Failure Data Capture (FFDC) logs for detailed crash diagnostics. Administrators use the grep 
command to search for specific Java exceptions in these files. The IBM Log Analyzer is an essential tool for 
filtering these logs to identify the root cause of a server crash. 

3.2 Security Audit and Deployment Logs 

Authentication failures are diagnosed through the security-audit.log, while application deployment issues are 
tracked in the logs located in the /logs/install/ directory. Reviewing these logs helps identify if an application failed 
to start due to security restrictions or an incomplete EAR/WAR file. This granular logging is vital for maintaining 
the security and stability of the WebSphere cell. 

4. WebSphere ND Specific Troubleshooting 

4.1 Network and JDBC Connectivity 

Network issues in WebSphere are often caused by blocked ports or incorrect node mappings in the 
plugin-cfg.xml file. Administrators must verify that ports like 9060, 9043, and 9080 are open. JDBC connection 
failures are resolved by testing the connection in the Admin Console and checking the SystemOut.log for SQL 
timeouts or incorrect authentication credentials in the J2C aliases. 

4.2 Deployment and Classloader Conflicts 

Deployment errors often stem from JNDI lookup failures or classloader conflicts. If an application fails to load 
custom libraries, switching the classloader mode from "Parent First" to "Parent Last" in the application settings 
can resolve the conflict. Verifying the JNDI configuration ensures that Enterprise JavaBeans and other resources 
are correctly bound and reachable by the application. 

5. JVM and Security Debugging 

5.1 OutOfMemory Errors and GC Logs 

Debugging JVM issues requires analyzing verbose Garbage Collection logs and heap dumps to identify memory 
leaks. If OutOfMemory errors occur, administrators must adjust the -Xms and -Xmx heap settings in the 
server.xml file. Enabling verbose GC provides the data needed to see if memory is being allocated correctly and 
if the GC policy (e.g., GenCon) is performing efficiently. 
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5.2 LDAP and SSL Handshake Failures 

Security debugging focuses on LDAP login failures and SSL handshake errors. LDAP issues are resolved by 
verifying the settings in the security.xml file. SSL handshake failures often point to expired or missing certificates, 
which must be renewed or imported using the ikeyman utility. Ensuring that the correct certificates are in the 
truststore restores secure communication to the administrative console and applications. 

These systematic troubleshooting practices, combined with proactive monitoring and modernization, ensure the 
long-term integrity and reliability of the IBM Cloud and WebSphere environment. 

6. Troubleshoot post-installation Practice Question 

Q1: Which WebSphere ND log file contains details of application runtime activities, including errors and system 
events?​
 A) SystemOut.log​
 B) security-audit.log​
 C) ffdc logs​
 D) plugin-cfg.xml 

Q2: After installing WebSphere ND, an administrator cannot access the admin console at 
https://server1:9043/ibm/console. What should be checked first?​
 A) Verify that WebSphere ND’s admin server process is running​
 B) Increase JVM heap size in server.xml​
 C) Modify the application’s classloader settings​
 D) Enable verbose garbage collection 

Q3: Which tool in WebSphere ND can be used to monitor CPU, memory, and thread pool usage in real-time?​
 A) Tivoli Performance Viewer (TPV)​
 B) WebSphere Plugin​
 C) IBM HTTP Server​
 D) IBM Key Management Utility (ikeyman) 

Q4: An administrator finds repeated “Connection timeout” errors in SystemOut.log when trying to access a 
database. Which action should be performed first?​
 A) Test the database connection from WebSphere Admin Console​
 B) Increase JVM heap size​
 C) Modify thread pool settings​
 D) Restart the WebSphere Deployment Manager 

Q5: What is the purpose of the FFDC logs in WebSphere ND?​
 A) To capture first failure diagnostics for critical errors​
 B) To store JVM garbage collection details​
 C) To record security authentication attempts​
 D) To log HTTP request routing details 
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Q6: Which WebSphere ND command checks if all WebSphere server processes are running?​
 A) serverStatus.sh -all​
 B) netstat -an | grep 9043​
 C) wsadmin.sh -status​
 D) tail -f SystemOut.log 

Q7: A WebSphere ND application fails to start, showing a “Port already in use” error in SystemErr.log. What 
should be done?​
 A) Use netstat -an | grep <port> to check for conflicts​
 B) Increase JVM heap memory​
 C) Change the database connection settings​
 D) Restart the WebSphere Admin Console 

Q8: After deploying an application, users receive a 404 Not Found error. Which step should be taken first?​
 A) Verify the application status in WebSphere Admin Console​
 B) Restart the WebSphere Deployment Manager​
 C) Increase the JDBC connection pool size​
 D) Modify the JVM heap size 

Q9: In WebSphere ND, which configuration file contains information about the WebSphere HTTP Plugin?​
 A) plugin-cfg.xml​
 B) security.xml​
 C) server.xml​
 D) jdbc.xml 

Q10: A WebSphere ND administrator is troubleshooting a slow-performing application. What should be checked 
first?​
 A) Active thread pool usage in Tivoli Performance Viewer​
 B) The number of deployment artifacts in Admin Console​
 C) The WebSphere license expiration date​
 D) The server’s physical location 

 

 
 
 

Learning Path & Study Advice 
A strong preparation path begins with a clear understanding of WebSphere architecture, including cells, nodes, 
profiles, servers, and deployment management. After that, learners should build confidence in core administration 
and configuration tasks before moving into application deployment and security management. Once the 
fundamentals are clear, it becomes easier to study high availability, monitoring, tuning, and troubleshooting in a 
meaningful way because these topics depend on understanding how the environment is structured and operated. 
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Modernization should be approached as a later-stage topic, supported by a solid grasp of the traditional 
administrative model. Throughout study, the most effective approach is to focus on how components relate to one 
another, why configurations are applied in certain ways, and how administrative decisions influence reliability, 
security, and application delivery. 
 
 

Who This PDF Is For 
This PDF is intended for system administrators, middleware administrators, application platform support staff, 
and IT professionals who work with IBM WebSphere Application Server Network Deployment environments. It is 
most suitable for learners who already have some exposure to enterprise application servers and want a 
structured overview of the knowledge areas associated with this certification. It will be especially useful for those 
responsible for installation, configuration, security administration, application deployment, operational support, 
and ongoing environment management in enterprise Java-based infrastructures. 
 
 

Call To Action 
This document provides an overview of structured learning and certification preparation approaches. For learners 
seeking clear knowledge organization, guided study planning, and exam-focused practice resources, AAAdemy 
offers a comprehensive platform to support independent and effective learning. 

Explore additional training materials, study guidance, and practice resources at: 
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Attachment : Answers by Knowledge Point 

Install and Update the Environment Practice Question​
 A1: Answer: B) IBM Installation Manager​
 Explanation: WebSphere ND 9.0.5 is installed using IBM Installation Manager (IM), a tool that allows users to 

https://www.aaademy.com/IBM-Certified-Administrator-WebSphere-Application-Server-Network-Deployment-v9-0-5/C1000-174.html
https://www.aaademy.com/IBM-Certified-Administrator-WebSphere-Application-Server-Network-Deployment-v9-0-5/C1000-174.html
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install, update, and manage IBM software products. Kubernetes Helm and OpenShift CLI are not used for 
WebSphere installation, while the WebSphere Admin Console is used for server administration rather than 
installation. 

A2: Answer: D) All of the above​
 Explanation: Before installing WebSphere ND, it is crucial to check hardware requirements (CPU, RAM, disk 
space), verify network configurations (ensuring required ports are open), and confirm that the operating system is 
supported. Missing any of these could lead to installation failures or performance issues. 

A3: Answer: C) versionInfo.sh​
 Explanation: The versionInfo.sh script is used to display the installed WebSphere version and its fix pack 
level. The imcl listInstalledPackages command is used within IBM Installation Manager to check 
installed packages, while wsadmin -version is not a valid command, and updateWAS.sh is not a standard 
WebSphere script. 

A4: Answer: C) Checking system requirements and installing prerequisite packages​
 Explanation: Before installing WebSphere, it is essential to verify system requirements and install necessary 
prerequisite packages, such as Java SDK, system libraries, and database drivers. Running wsadmin and 
starting the deployment manager occur after installation, while imcl is the installation command itself but does 
not check dependencies automatically. 

A5: Answer: C) Test the Fix Pack in a staging environment before applying it to production​
 Explanation: Best practices for applying Fix Packs include testing the update in a staging environment first to 
ensure compatibility and stability. Applying updates directly to production without testing can lead to unexpected 
issues. Updates should also be scheduled during maintenance windows to minimize impact. 

A6: Answer: A) It allows the administrator to revert changes in case of issues​
 Explanation: Backing up configuration files ensures that if the update process fails or causes issues, the system 
can be quickly restored to its previous state. This is a critical best practice in update management. 

A7: Answer: B) Deployment Manager​
 Explanation: The Deployment Manager (dmgr) is responsible for managing multiple WebSphere application 
servers in a distributed environment. The Node Agent helps manage individual nodes, the Admin Console is a 
GUI for administration, and the Web Server Plugin helps integrate WebSphere with external web servers. 

A8: Answer: B) imcl listInstalledPackages​
 Explanation: The imcl listInstalledPackages command is used to list all installed IBM software 
packages and their versions. This is useful for verifying the current state before applying updates or patches. 

A9: Answer: B) It allows efficient communication between cluster members​
 Explanation: Proper network configuration in a WebSphere ND environment ensures seamless communication 
between cluster members, enabling load balancing and failover capabilities. Incorrect configurations may lead to 
connectivity issues and performance bottlenecks. 

A10: Answer: B) update.log in the Installation Manager logs directory​
 Explanation: The Installation Manager update log (update.log) provides details about the update process, 
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including errors and warnings. This is the first place to check when troubleshooting a failed WebSphere ND 
update. 

Create a High Availability Configuration Practice Question​
 A1: Answer: B) Deployment Manager (Dmgr)​
 Explanation: The Deployment Manager (Dmgr) is responsible for managing multiple WebSphere application 
servers in a distributed environment. It allows administrators to configure clusters, manage failover mechanisms, 
and ensure high availability. The Node Agent manages individual server instances but does not control multiple 
servers at once. The IBM HTTP Server is used for load balancing, and the WebSphere Plugin routes traffic but 
does not manage servers. 

A2: Answer: C) To distribute application workload among multiple servers​
 Explanation: A WebSphere ND cluster allows multiple WebSphere application servers to work together as a 
single unit, distributing workloads efficiently and improving high availability. If one server fails, another can take 
over the workload. Clustering does not manage JDBC connections (B) or act as a simple backup server (A); 
instead, it actively distributes traffic. Configuration files (D) are stored separately. 

A3: Answer: B) Node Agent​
 Explanation: The Node Agent is responsible for monitoring the status of WebSphere application servers within its 
node. If a server process fails, the Node Agent can attempt to restart it automatically. The Deployment Manager 
is used for managing the overall WebSphere ND environment but does not restart individual servers. The 
WebSphere Plugin handles request routing, and the Load Balancer distributes traffic but does not restart servers. 

A4: Answer: B) It distributes incoming HTTP requests to WebSphere ND application servers​
 Explanation: The WebSphere Plugin is a component of IBM HTTP Server that directs incoming web requests to 
WebSphere ND application servers based on defined routing rules. It ensures that requests are sent only to 
available servers in a WebSphere cluster. It does not manage server processes (A), restart servers (C), or 
provide database connectivity (D). 

A5: Answer: B) It provides session failover across multiple servers​
 Explanation: The IBM HTTP Server (IHS) with WebSphere Plugin helps distribute requests across multiple 
WebSphere ND servers and can be configured for session failover, ensuring that users do not lose their session 
data if one server fails. It does not eliminate WebSphere clusters (A), replace the Deployment Manager (C), or 
prevent server crashes (D). 

A6: Answer: B) Session Replication​
 Explanation: Session Replication allows user session data to be copied across multiple WebSphere servers in a 
cluster. If one server crashes, user sessions can continue on another server without disruption. JDBC Failover 
(A) applies to database connectivity, Load Balancing (C) distributes traffic, and Node Agent Monitoring (D) 
ensures servers are running but does not replicate session data. 

A7: Answer: A) The failover system automatically redirects traffic to the standby server​
 Explanation: In an active-passive failover setup, a standby WebSphere server remains idle until the primary 
server fails. When a failure is detected, the failover system (such as a load balancer or WebSphere ND cluster) 
automatically redirects traffic to the standby server. The Deployment Manager (B) does not restart servers 
immediately, and the WebSphere Plugin (C) does not cache requests indefinitely. 



 
 
 
 
 
 

            
 

AAAdemy | https://www.aaademy.com 
A8: Answer: B) JDBC Multi-Datasource with automatic failover​
 Explanation: JDBC Multi-Datasource with automatic failover ensures high availability by automatically switching 
to a backup database instance if the primary database fails. A single-instance database with backups (A) does 
not provide real-time failover, file-based storage (C) is not used for enterprise-level HA, and WebSphere Plugin 
replication (D) is unrelated to database failover. 

A9: Answer: B) It automatically detects and recovers failed components in the cluster​
 Explanation: The High Availability Manager (HA Manager) is a core WebSphere ND component that monitors 
and recovers failed cluster members, ensuring continuous availability. It does not balance HTTP traffic (A), 
provide database connectivity (C), or replace the Deployment Manager (D). 

A10: Answer: A) The WebSphere Plugin automatically removes it from the routing list​
 Explanation: When a WebSphere ND server node becomes unresponsive, the WebSphere Plugin detects the 
failure and stops routing requests to that server, preventing users from encountering errors. The Deployment 
Manager (B) does not delete the node; the Node Agent (C) attempts to restart the server but does not handle 
traffic redirection. 

Manage Security Practice Question​
 A1: Answer: D) Simple Mail Transfer Protocol (SMTP)​
 Explanation: WebSphere ND supports multiple authentication mechanisms, including Local User Registry, LDAP, 
and Federated Repositories, which allow administrators to manage user access securely. However, SMTP 
(Simple Mail Transfer Protocol) is an email protocol and is not used for authentication in WebSphere ND. 

A2: Answer: A) Role-Based Access Control (RBAC)​
 Explanation: WebSphere ND implements Role-Based Access Control (RBAC), where administrators can assign 
different roles to users (e.g., Administrator, Operator, Monitor) to enforce access restrictions. Java Security 
Manager (B) restricts application-level permissions, Federated Repository (C) stores authentication data, and 
SSL/TLS (D) ensures secure data transmission but does not manage access control. 

A3: Answer: A) To encrypt data in transit between clients and servers​
 Explanation: SSL/TLS (Secure Sockets Layer / Transport Layer Security) is used to encrypt network 
communication between WebSphere ND servers, clients, and other components. This prevents attackers from 
intercepting sensitive information. It does not enforce access control (B), store credentials (C), or generate 
authentication tokens (D). 

A4: Answer: A) IBM Key Management Utility (ikeyman)​
 Explanation: The IBM Key Management Utility (ikeyman) is used in WebSphere ND to generate, manage, and 
configure SSL/TLS certificates. It allows administrators to create keystores, import certificates, and configure 
secure communication. The Deployment Manager (B) manages WebSphere configurations but does not handle 
certificates directly, the WebSphere Plugin (C) routes traffic but does not manage encryption, and the Node Agent 
(D) monitors application server health. 

A5: Answer: B) J2C Authentication Data Entry​
 Explanation: WebSphere ND provides J2C Authentication Data Entry, a secure way to store database 
credentials without exposing them in plain text. Administrators can configure database connections using J2C 
authentication, ensuring credentials are encrypted and securely managed. LDAP Authentication (C) is used for 
user authentication, not database connections. 
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A6: Answer: A) /opt/WebSphere/AppServer/logs/security-audit.log​
 Explanation: WebSphere ND stores security audit logs in a dedicated audit log file (security-audit.log) 
within the logs directory. This file contains detailed records of authentication attempts, role changes, and other 
security events. SystemOut.log (C) is used for general application logs, while security.xml (D) is a 
configuration file, not a log file. 

A7: Answer: A) IBM QRadar​
 Explanation: IBM QRadar is an advanced security analytics tool that integrates with WebSphere ND to analyze 
security logs, detect anomalies, and identify potential threats. The WebSphere Admin Console (B) is used for 
administration, the Deployment Manager (C) manages WebSphere ND components, and the IBM HTTP Server 
(D) handles web traffic but does not analyze security threats. 

A8: Answer: B) It provides fine-grained control over Java application permissions​
 Explanation: Java 2 Security in WebSphere ND allows administrators to define strict access controls for Java 
applications, specifying which files, network resources, and system functions an application can access. This 
prevents unauthorized actions and enhances security. It does not affect authentication (A), disable encryption 
(C), or update patches (D). 

A9: Answer: B) By configuring an external authentication provider that supports MFA​
 Explanation: WebSphere ND does not natively support MFA, but it can be enforced by integrating an external 
authentication provider (such as LDAP, Active Directory, or IBM Security Access Manager) that supports MFA. 
J2C Authentication (A) is used for database credentials, modifying server.xml (C) does not enable MFA, and 
IBM HTTP Server (D) is unrelated to authentication. 

A10: Answer: B) Test patches in a staging environment before deployment​
 Explanation: Security patches should always be tested in a non-production (staging) environment before being 
deployed to production. This helps ensure compatibility and prevents downtime. Applying patches directly to 
production (A) can cause disruptions, ignoring patches (C) exposes the system to security risks, and disabling 
security features (D) is not a best practice. 

Monitor and Tune the Environment Practice Question​
 A1: Answer: B) Performance Monitoring Infrastructure (PMI)​
 Explanation: PMI (Performance Monitoring Infrastructure) is a built-in WebSphere ND tool that collects CPU, 
memory, JVM thread, and database connection pool data. IBM Cloud Monitoring (A) is used for cloud 
environments, WebSphere Plugin (C) handles load balancing, and ikeyman (D) is for SSL certificate 
management, not performance monitoring. 

A2: Answer: A) Tivoli Performance Viewer (TPV)​
 Explanation: TPV (Tivoli Performance Viewer) is a WebSphere ND tool used to visualize real-time and historical 
PMI performance data, helping administrators diagnose performance bottlenecks. IBM QRadar (B) is for security 
monitoring, Deployment Manager (C) manages configurations, and WebSphere Plugin (D) distributes HTTP 
requests but does not provide performance visualization. 

A3: Answer: A) -Xms and -Xmx​
 Explanation: The JVM parameters -Xms (initial heap size) and -Xmx (maximum heap size) control Java heap 



 
 
 
 
 
 

            
 

AAAdemy | https://www.aaademy.com 
memory allocation in WebSphere ND. Proper configuration helps prevent OutOfMemory errors. Other options (B, 
C, D) relate to logging and security but do not affect memory allocation. 

A4: Answer: A) Enable memory-to-memory session replication​
 Explanation: In WebSphere ND clustered environments, the best session optimization method is enabling 
Memory-to-Memory Session Replication, ensuring session data is shared across cluster members. (B) Plain text 
storage is insecure, (C) Increasing thread pool size excessively may waste resources, and (D) Disabling caching 
harms performance. 

A5: Answer: A) JDBC Connection Pooling​
 Explanation: JDBC Connection Pooling allows multiple applications to share database connections, preventing 
overhead from repeatedly opening and closing connections. (B) Unlimited threads can overload resources, (C) 
Local file storage is not a database alternative, and (D) Manually closing connections is necessary but not as 
efficient as connection pooling. 

A6: Answer: A) Dynamic cache service​
 Explanation: WebSphere ND provides a Dynamic Cache Service that caches JSP pages, EJB query results, and 
web service responses, reducing database load. (B) Static file storage is unrelated to databases, (C, D) impact 
JVM and session management but not database performance. 

A7: Answer: A) To distribute incoming requests among application servers​
 Explanation: The WebSphere ND Load Balancer (IBM HTTP Server + WebSphere Plugin) is responsible for 
distributing HTTP requests among WebSphere application servers, ensuring even traffic distribution and high 
availability. Other options (B, C, D) are unrelated to load balancing. 

A8: Answer: A) SystemOut.log​
 Explanation: SystemOut.log is the primary application server log in WebSphere ND, containing performance 
monitoring data, memory usage, and thread pool statistics. SystemErr.log (B) captures error logs, ffdc logs (C) 
store fault diagnostics, and security-audit.log (D) records security events. 

A9: Answer: A) Reducing latency by caching static content closer to users​
 Explanation: CDNs (Content Delivery Networks) cache static content (such as images, CSS, and JavaScript 
files) closer to users, reducing WebSphere ND server request load and improving response times. Other options 
(B, C, D) are unrelated to CDN functionality. 

A10: Answer: A) CPU utilization, JVM heap usage, and database connection pool​
 Explanation: Performance bottlenecks typically occur in CPU, JVM memory management, and database 
connection pools. Monitoring these metrics helps detect and resolve issues early. Other options (B, C, D) do not 
directly affect system performance. 

Troubleshoot post-installation Practice Question​
 A1: Answer: A) SystemOut.log​
 Explanation: SystemOut.log is the primary WebSphere ND application server log, recording system events, 
errors, performance data, and deployment activities. Security-audit.log (B) tracks authentication events, FFDC 
logs (C) store failure diagnostics, and plugin-cfg.xml (D) is a configuration file, not a log file. 
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A2: Answer: A) Verify that WebSphere ND’s admin server process is running​
 Explanation: If the WebSphere Admin Console is inaccessible, the first step is to check whether the Deployment 
Manager (dmgr) process is running. Use the command: 

ps -ef | grep dmgr 

or 

serverStatus.sh -all 

Other options (B, C, D) do not directly relate to an unresponsive console. 

A3: Answer: A) Tivoli Performance Viewer (TPV)​
 Explanation: TPV (Tivoli Performance Viewer) is used in WebSphere ND to monitor and visualize system 
performance data, including CPU, memory, and thread pool usage. WebSphere Plugin (B) handles load 
balancing, IBM HTTP Server (C) manages web traffic, and ikeyman (D) is for SSL certificate management. 

A4: Answer: A) Test the database connection from WebSphere Admin Console​
 Explanation: If WebSphere ND fails to connect to a database, the first step is to test the JDBC connection via:​
 Admin Console → Resources → JDBC → Data Sources → Test Connection​
 If the test fails, check database credentials, firewall rules, and JDBC settings. (B, C, D) are unrelated to 
database connectivity. 

A5: Answer: A) To capture first failure diagnostics for critical errors​
 Explanation: FFDC (First Failure Data Capture) logs are automatically generated when critical system errors 
occur, storing detailed failure data to help administrators diagnose and resolve issues. (B, C, D) relate to other 
logging aspects, but not critical failure diagnostics. 

A6: Answer: A) serverStatus.sh -all​
 Explanation: The command serverStatus.sh -all checks if all WebSphere ND processes (Application 
Server, Node Agent, Deployment Manager) are running. 

●​ netstat (B) checks if ports are open, 
●​ wsadmin (C) manages applications but does not check status, 
●​ tail (D) views logs but does not verify process status. 

A7: Answer: A) Use netstat -an | grep <port> to check for conflicts​
 Explanation: The error “Port already in use” means another process is using the assigned WebSphere port. 

●​ Use netstat -an | grep <port> to identify conflicts. 
●​ Change the port via Admin Console → Ports Configuration. 
●​ (B, C, D) do not resolve port conflicts. 

A8: Answer: A) Verify the application status in WebSphere Admin Console​
 Explanation: A 404 error often occurs if the application did not deploy successfully or is not started. 

1.​ Go to Admin Console → Applications → Application Status 
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2.​ Verify that the application is installed and running. 
3.​ Check SystemOut.log for deployment issues.​

 Options (B, C, D) do not directly resolve application deployment issues. 

A9: Answer: A) plugin-cfg.xml​
 Explanation: plugin-cfg.xml stores configuration details for the WebSphere HTTP Plugin, including load 
balancing, server mappings, and request routing. 

●​ security.xml (B) manages security settings, 
●​ server.xml (C) configures server parameters, 
●​ jdbc.xml (D) manages database connections. 

A10: Answer: A) Active thread pool usage in Tivoli Performance Viewer​
 Explanation: Slow performance is often caused by thread pool exhaustion or high CPU/memory usage. 

●​ Use Tivoli Performance Viewer (TPV) → Thread Pools to analyze thread usage. 
●​ (B, C, D) are unrelated to performance tuning. 

Administer and Configure the environment Practice Question​
 A1: Answer: A) server.xml​
 Explanation: server.xml is the primary configuration file for WebSphere ND, containing JVM heap size, thread 
pool settings, port configurations, and session management settings. 

●​ plugin-cfg.xml (B) is used for HTTP load balancing, 
●​ security.xml (C) manages authentication and authorization, 
●​ web.xml (D) defines application-level settings. 

A2: Answer: A) -Xms and -Xmx​
 Explanation: The JVM heap size is controlled by -Xms (initial heap size) and -Xmx (maximum heap size). 

●​ Example configuration in server.xml:​
​
 <jvmEntries initialHeapSize="2048" maximumHeapSize="8192"/>​
 

●​ (B, C, D) are unrelated to memory allocation. 

A3: Answer: A) Dynamic Clusters​
 Explanation: Dynamic Clusters in WebSphere ND automatically scale application servers based on workload, 
optimizing resource allocation. 

●​ Static Clusters (B) require manual scaling, 
●​ JDBC Connection Pooling (C) manages database connections, 
●​ WebSphere Plugin (D) handles HTTP request routing but does not scale servers. 
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A4: Answer: A) WebSphere Admin Console → Servers → Thread Pools​
 Explanation: Thread pool settings can be adjusted in WebSphere Admin Console under Servers → Thread 
Pools. 

●​ Web Container thread pool is critical for handling HTTP requests efficiently. 
●​ (B, C, D) do not manage thread pools. 

A5: Answer: A) plugin-cfg.xml​
 Explanation: plugin-cfg.xml contains WebSphere ND’s HTTP request routing and load balancing settings. 

●​ Used by IBM HTTP Server (IHS) to distribute requests across WebSphere nodes. 
●​ (B, C, D) store unrelated configurations. 

A6: Answer: A) netstat -an | grep <port>​
 Explanation: netstat -an | grep <port> checks if a specific port is open and being used. 

●​ serverStatus.sh -all (B) checks if servers are running but does not list ports, 
●​ tail -f SystemOut.log (C) monitors logs, 
●​ wsadmin.sh -status (D) manages applications but does not show port usage. 

A7: Answer: A) security.xml​
 Explanation: security.xml stores authentication and user authorization settings, including LDAP and JAAS 
configurations. 

●​ (B, C, D) manage unrelated configurations. 

A8: Answer: A) Regular backupConfig.sh snapshots​
 Explanation: backupConfig.sh creates full configuration backups of WebSphere ND, allowing administrators 
to restore settings in case of failures. 

●​ (B, C, D) do not ensure complete system recovery. 

A9: Answer: A) Assign the "Monitor" role​
 Explanation: The Monitor role in WebSphere ND allows read-only access to system logs and performance 
metrics without modifying configurations. 

●​ (B) grants unnecessary privileges, 
●​ (C, D) do not control user access. 

A10: Answer: A) Audit user roles and last login activity​
 Explanation: User audits help identify inactive accounts before removing them, ensuring that no critical access is 
unintentionally revoked. 

●​ (B, C, D) are not recommended steps for managing user accounts. 

Deploy and Administer Applications Practice Question​
 A1: Answer: A) wsadmin​
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 Explanation: In WebSphere ND, applications are deployed using EAR/WAR files. The wsadmin command is 
used for automated deployment. 

●​ Example command to deploy an application:​
​
 wsadmin.sh -c "AdminApp.install('/opt/apps/MyApp.ear', '[-cell MyCell -server MyServer]')"​
 

●​ (B, C, D) are not typically used for WebSphere ND deployments. 

A2: Answer: A) Job Manager​
 Explanation: WebSphere ND Job Manager allows administrators to automate deployment tasks across multiple 
nodes without requiring manual intervention. 

●​ (B, C, D) do not handle WebSphere ND deployments. 

A3: Answer: A) Applications → New Application → Install​
 Explanation: To deploy an EAR/WAR file manually, the correct path in the WebSphere Admin Console is:​
 Applications → New Application → Install 

●​ (B, C, D) are unrelated to application deployment. 

A4: Answer: A) Parallel Deployment​
 Explanation: Parallel Deployment allows multiple versions of an application to run simultaneously. If the new 
version has issues, users can be switched back to the previous version. 

●​ Blue-Green Deployment (B) is not natively supported in WebSphere ND. 

A5: Answer: D) deployment.xml​
 Explanation: The deployment.xml file stores the WebSphere ND application deployment configuration, 
including installed applications and their settings. 

●​ (A, B, C) manage unrelated configurations. 

A6: Answer: A) Tivoli Performance Viewer (TPV)​
 Explanation: TPV (Tivoli Performance Viewer) is used to monitor real-time CPU, memory, and thread pool usage 
in WebSphere ND. 

●​ (B, C, D) are not WebSphere ND performance monitoring tools. 

A7: Answer: A) syncNode.sh​
 Explanation: syncNode.sh is used to synchronize changes from the Deployment Manager to Node Agents. 

●​ Example:​
​
 syncNode.sh Node01​
 

●​ (B, C, D) are incorrect options. 
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A8: Answer: A) Use wsadmin rollback feature​
 Explanation: WebSphere ND supports application rollback using wsadmin: 

wsadmin.sh -c "AdminApp.rollback('MyApp')" 

●​ (B, C, D) do not provide an efficient rollback mechanism. 

A9: Answer: A) -server <server_name>​
 Explanation: To deploy an EAR file to a specific WebSphere server, use: 

wsadmin.sh -c "AdminApp.install('/path/to/app.ear', ['-server', 'Server1'])" 

●​ (B, C, D) are useful for other configurations but not for targeting a specific server. 

A10: Answer: A) Define a deployment job in Job Manager​
 Explanation: Job Manager in WebSphere ND allows administrators to automate application deployment. The first 
step is to define a deployment job in the Job Manager console. 

●​ (B, C, D) do not relate to job-based deployments. 

Modernization Practice Question​
 A1: Answer: A) Lift-and-Shift​
 Explanation: Lift-and-Shift is the fastest modernization approach, where WebSphere ND applications are 
migrated to the cloud without modifying the code. 

●​ (B) Replatforming optimizes the application for cloud (e.g., moving to WebSphere Liberty). 
●​ (C) Refactoring breaks the monolith into microservices. 
●​ (D) Rebuilding involves rewriting the application entirely. 

A2: Answer: A) Convert WebSphere ND applications to WebSphere Liberty​
 Explanation: WebSphere ND is not optimized for Kubernetes, so applications should first be converted to 
WebSphere Liberty, which supports containerization and Kubernetes deployment. 

●​ (B) Deploying WebSphere ND directly on Kubernetes is not a best practice. 
●​ (C, D) Rewriting the app is unnecessary for Kubernetes migration. 

A3: Answer: A) IBM Cloud Pak for Applications​
 Explanation: IBM Cloud Pak for Applications provides tools for containerizing WebSphere ND applications and 
deploying them to OpenShift/Kubernetes. 

●​ (B) API Connect is for API management. 
●​ (C) WebSphere Plugin is for HTTP request routing. 
●​ (D) Cloud Foundry is an alternative cloud platform, not for WebSphere ND modernization. 

A4: Answer: A) Jenkins with wsadmin scripts​
 Explanation: WebSphere ND does not natively support Kubernetes CI/CD, so Jenkins + wsadmin scripting is 
commonly used to automate deployments. 
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●​ (B, C, D) are better suited for WebSphere Liberty or cloud-native applications. 

A5: Answer: A) IBM API Connect​
 Explanation: IBM API Connect allows legacy WebSphere ND applications to expose APIs, making them 
accessible to modern cloud-native applications. 

●​ (B, C, D) are unrelated to API management. 

A6: Answer: A) wsadmin.sh -c "AdminApp.install('/opt/apps/MyApp.ear', ['-server', 
'Server1'])"​
 Explanation: The wsadmin command is used to deploy EAR/WAR files in WebSphere ND. 

●​ (B, C, D) are for Kubernetes or IaC-based deployments. 

A7: Answer: A) Strangler Pattern​
 Explanation: The Strangler Pattern allows gradual modernization by replacing parts of the monolith with 
microservices over time. 

●​ (B) Monolithic Migration is not a modernization pattern. 
●​ (C) Big Bang Rewrite is risky and time-consuming. 
●​ (D) Lift-and-Shift moves the app without modernizing. 

A8: Answer: A) Terraform​
 Explanation: Terraform automates infrastructure provisioning for WebSphere ND on AWS, Azure, and IBM 
Cloud. 

●​ (B, C, D) do not handle infrastructure automation. 

A9: Answer: A) Deployment Manager (dmgr)​
 Explanation: Deployment Manager (dmgr) in WebSphere ND automates configuration synchronization across 
multiple nodes. 

●​ (B, C, D) are unrelated to WebSphere ND cluster management. 

A10: Answer: A) Ansible​
 Explanation: Ansible automates WebSphere ND server configurations, ensuring consistent deployments across 
environments. 

●​ (B, C, D) are primarily used for containerized applications. 
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